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1. Ofume rnojnoxeHus

KOI'OITAY «CaBanbCckuil NMOMUTEXHUKYM» — O0BEKT, Ha KOTOPOM pa3BepHyTa
JIOKaJIbHO-BBIYHMCIIMTENbHAS CEeTh, MOIexKalas HHHOPMALIHOHHOMN 3allUTe.

[Ton 6€30MacHOCTBIO JIOKAJIBHO-BEIYHCIHTENbHAS CETH TEXHHKyMa ITOHUMAaeTCs
€€ 3allMIIEHHOCTh OT CJIy4alHOro MM TNpeJHaAMEepeHHOro BMeIAaTelbCTBA B
HOPMaJIbHbIA mnpouecc (GYyHKUHOHMPOBAHHS, a TaKXKe OT TMIONBITOK XHINEHHS,
MOAH(HUKALMH HJIH pa3pylIeHHs ee KOMIIOHEHTOB. be30macHOCTh CHCTEMBI
jgocturaercss  obecneyeHueM — KoH(puaeHUHanbHOCTH  oOpabaTteiBaeMoii €10
MH(OpMALIMK, a TaKXe LEeJOCTHOCTH M JOCTYITHOCTH KOMIIOHEHTOB M PecypcoB
CHCTEMBI.

Konguoenyuanonocme komnviomepHot uHn@opmayuu — 3TO CBOWCTBO
HHGopMauMK OBITH HM3BECTHOH TOJNBKO MOMYILIEHHBIM M MPOLICALIAM IPOBEPKY
(aBTOpHM3alMI0) CyOBeKTaM CHUCTeMBI (IIOJIB30BaTeNsIM, MpOrpaMmam, Mporeccam H
T L)

Lenocmuocms komnonenma (pecypca) cucmemovl — CBOMCTBO KOMIIOHEHTA
(pecypca) ObITH HEM3MEHHBIM (B CEMaHTHYECKOM CMBbICIIE) MPH (HYHKIHOHHPOBAHHH
CUCTEMBI.

Hocmynnocme komnonewma (pecypca) cucmemsl — CBOHCTBO KOMIIOHEHTa
(pecypca) OBITH JOCTYNHBIM JUIS MCIOJIB30BaHHWsS ABTOPH30BAaHHBIMH CYOBEKTaMHU
cUCTEMBI B J1I000E Bpemsi.

besonacHocTh cHcTeMbl o0ecreduBaeTCss KOMIUIEKCOM TEXHOJIOTHYECKHX H
aMHHUCTPAaTUBHBIX Mep, IPUMEHSEMBIX B OTHOIIEHHWH aNMapaTHBIX CPEJACTB,
nporpamM, JaHHBIX H CIyX0 C 1enbpto obecrieueHHs JOCTYIMHOCTH, LENOCTHOCTH H
KOH(QUIEHIIMATBHOCTH CBA3aHHBIX C KOMIIBIOTEPAMHU PECYPCOB; CIOJIa )K€ OTHOCATCS U
MpOLEAYPsl MTPOBEPKH BBINOJHEHUS CHCTEMOW OmNpeaeseHHbIX (QYyHKUU B cTporom
COOTBETCTBHH C X 3alVIAHUPOBAHHBIM MOPAIKOM pabOTEI.

Cucremy obecnedyeHus 0e30MacHOCTH MOXHO pa3OuTh Ha Cleaylolue
TIOJICHCTEMBI:

v KOMITBIOTEPHYIO 0€30MacHOCTE;

v' 6e30MacHOCTh JaHHBIX;

v' Ge3omacHoe mporpaMMHoe obecrieueHHe;
v' 6e30MmacHOCTh KOMMYHHUKALIHHA.

KommnetoTepHasi Ge30macHOCTh 06ecreunBaeTcsi KOMIUIEKCOM TEXHOJIOTHYECKHX
M aJMHHHUCTPATUBHBIX Mep, MPUMEHSEMBIX B OTHOIIEHWH allllapaTHBIX CPEJICTB
KOMMblOTEpa ¢  Lenblo  obecriedeHHWss  JOCTYNMHOCTH,  LIEJIOCTHOCTH U
KOH(HUICHIMAIBHOCTH CBA3aHHBIX C HUM PECYPCOB.

be3onacHOCTh JaHHBIX AOCTHUraeTcs 3alMTON JaHHBIX OT HEaBTOPHU30BaHHBIX,
Cly4aHHBbIX, YMBIIUIEHHBIX MM BO3HHUKIIMX II0 XalaTHOCTH MOJU(UKALHUH,
pa3pyLeHHH WIK pa3rilalleHus.

Be3zonacHoe mporpamMmHoe obecrieueHue rpezcraBiseT coboi obierenessle U
NPUKJIaAHbIe TPOrpaMMbl M CPEACTBa, OCYLIECTBISAIOIME Oe3omacHylo 00paboTky
JIaHHBIX B CHCTeMe U 0e301acHO MCIOb3YIOIIHEe PecypChl CHCTEMBI.

Be3onacHocTh KOMMYHHKAIMI obecrieynBaeTcs NOCPEACTBOM ayTeHTH(PHUKALUH
TeJIEKOMMYHHUKAIIMH 33 CcYeT MPHHATHS Mep 10 NpPeAOTBPAILEHHIO MpeloCTaBlIeHHs



HEaBTOPH30BaHHBIM JIMLAM KPUTHYHOW MH(pOpMaIMH, KOTOpas MOXxeT OBITh BbIIaHa
CHUCTEMOH B OTBET Ha TeIeKOMMYHHKAIIHOHHBIH 3arpoc.
K o0bexram nHpOpMaLIHOHHON 0€30MacHOCTH TEXHUKYMa OTHOCHAT:
® HHOOPMALMOHHBIE pPECypChl, COIEpJKallHe CBEJEeHHs, OTHECEHHbIe K
KOMMepYecKkoi  TaiiHe, M  KOHQHACHLUHANBHYHO  HHGOpPMAIHIO,
NPEACTaBIEHHYI0 B BHJE JOKYMEHTHPOBAHHBIX HH(POPMAIIHOHHBIX
MaccuBOB M 0a3 JaHHBIX;
® CpeacTBa M CHUCTeMbl HHGOpPMaTH3aLUMH — CPEJCTBA BBIYUCIUTEIBHOU U
OpPraHM3allMOHHOW TEeXHHKH, CETH M CHCTEeMbl, OOIIECUCTEMHOE W
NPUKJIaHOe MporpaMMHOe obecrneueHne, aBTOMAaTH3HPOBAaHHEIE CHCTEMBI
yTpaBjieHHs: pabOYHMHM MEeCTaMM, CHCTEeMBl CBS3M M Iepelayd JaHHBIX,
TEeXHWYecKHe cpejicTBa cbopa, perucrpauuu, nepepayu, odpabotku u
oroOpaxkeHus MHpOpMaIMH, a Takke MX HHDOpPMATUBHBIE (U3MYECKUE
TOJS.

2. O cuCcTeMHOM aJIMUHHCTpATOpe

2.1. 3ajauu cBsAi3aHHBIE ¢ HHOPMALIMOHHOM 6€30MacHOCTHIO ABJISIOTCS MPEPOraTHBOM
CHUCTEMHOTI'0 aJIMMHUCTPATOPA.
2.2. Jlna peweHuss 3ama4y  UHGOpMAUUOHHOH  0€30MacCHOCTH  CHCTEMHBIN
aJIMMHUCTPATOP JOJKEH:

2.2.1. Cnenuts 3a cobmoieHreM TpebOBaHUMN 10 MApOIBHOM 3alMUTe, B TOM YUCIIe
OCYILECTBIIATh H3MEHEHHUE MapoJieit 1o pazpaboraHHoMy rpaduky;

2.2.2. ObecneynBaTh (GyHKIHOHHPOBAHHE MPOrPaMMHO-AINAPATHOIO KOMIUIEKCa
3alUTHI 110 BHELIHUM LH(PPOBBIM JIMHUAM CBSI3H;

2.2.3. ObGecnieynuBaTh MEpPOINPHUATHSA [0 AHTUBUPYCHOM 3alllUTe, KaK HAa ypOBHE
CepBEpOB, TaK U Ha yPOBHE I0JIb30BaTeNEii;

2.2.4. O6ecrnieuuBaTh HOpPMaJbHOE (YHKLMOHMPOBAHHWE CHCTEMBI PE3EPBHOIO
KOIMPOBAHHUS.
23. Ilpu umcne oOcmyxuBaeMbIX MamuH cBblme 40 3a7ayM  CBS3aHHBIE C
WHPOPMALIMOHHOM 6e30MacHOCTBI0 JO/DKHBI BO3JAaraThCsi Ha CrHeLMaTucra [0
MH(POPMALIMOHHOH 0e30MacHOCTH, KOTOPBIH OCYIIECTBISIET CBOKO AEATENBHOCTh IOJ
HENoCpPeACTBEHHBIM PYKOBOACTBOM CHCTEMHOI'0 aJIMHHHCTpATOpa.

3. bassl nauneix (b/1)

3.1. CoctaB 6a3 maHHBIX, MOJUIEKALIMX 3alIUTe, OPOPMIISAETCS MPUKA30M IUPEKTOpa
TEeXHUKyMa.
3.2. JIna xaxnoi b/l npukazoM aupexTopa AOHKEH Ha3HadaTbes AJIMHHHCTPaTOp
0a3bl JaHHBIX.
3.3. Bce mpouenypsl 1O MCNONB30BaHHIO M 0OCHyXHBaHMIO 0a3bl JaHHBIX
ocyuecTBiIseT AIMUHHCTpaTop 6a3bl JaHHBIX. B TOM uncie:

O pe3epBHOE KOMMPOBAHHE,

O NEepPHOAMYECKHUH KOHTPOJIb HCIIPABHOCTH Pe3€PBHBIX KOIHIH,

O NOJKIIIOYEHHE U OTKJIIOUEHHUE T0JIb30BaTeleH;



O BHECEHHE HU3MEHEHHUH B CTPYKTYypy 0Oasbl, a Takxke M3MeHeHMH B «Peectp 6a3
JaHHBIX MOANEXKAIMX HHOOPMALIMOHHON 3alIuTe», I[pU HEeoOXOIUMOCTH
(M3MeHeHHe cTeneHH KOH(GHIeHIIHATBHOCTH, MECTA PACIIONIOKEHHS U T.11.);

O TpoYHe BUIBI paboT CBSA3aHHBIX C JaHHOMN 6a30i.

3.4. Ucximrouenue 6a3 ocyecTBiseTcs MPHKa3oM JAHPEKTOpa TEXHUKyMa.

3.5. IlpemunoxeHHss nO BKIIOYEHHIO WIM HCKIIOYeHHMI0O 0a3 JaHHBIX IOJAOTCH
PYKOBOAMTENSAMH CTPYKTYPHBIX [MOApa3ieeHui IKCIUTyaTUpyoLMX 6a3bl JaHHBIX.
3.6. B ciydae ecnu 0aza JaHHBIX TpeOyeT MaposibHOM 3alllUTHI, TO AJIMHHHCTPATOP
0a3pl pykoBojcTByeTcs TpeOoBaHMsMHM riaBel 4 Hacrosulero AokymeHta «Cucrema
ayTeHTH(OUKALUKW», B KOTOPOH OmMcaHbl TpeOOBaHUS K MapoisiM, HX AJIUHE, MECTy
XpaHeHHUs, U T.A.

3.7. llogxmroueHWe M  OTKJIIOYEHHWE HOBBIX I[I0/Ib30BaTeledl  OCYILECTBIsET
AsMuHHMCTpaTOp 0a3bl JaHHBIX HA OCHOBAHUH PELICHUS IUPEKTOpa.

4. Cucrema ayTeHTHDHKALMH

4.1. Ha Bcex knuentckux [1K ucnonszoate WINDOWS XP unu WINDOWS 7.

4.2. JIna Bcex mojp3oBaTeNiell yCTaHABIMBATh YHUKAJIbHBIE MApOJIM JJIMHOW HE MeHee
8 3HaKoB.

4.3. IleppoAMYHOCTH MJIAHOBOH CMEHBI Naposiei | pa3 B kBapTal.

4.4. YcraHoBUTh OJIOKMPOBKY Y4YeTHOH 3alMCH IOJIb30BaTeseill NMpu HenpaBUILHOM
Habope naposns G6onee naTH pa3. Bectu xypHan GJIOKMPOBOK Y4eTHBIX 3alMCced W MX
NPUYHH.

4.5. YcraHoBuTh OJOKHMPOBKY 3KpaHa W KJIaBHATypbl NMPH OTCYTCTBUH aKTHBHOCTH
nosb30Barens Ha pabodeM Mecte 6onee 30 MHH., C MOCIEAYIOLMM BBOJAOM MapOJIs AJIs
pasbnokupoBanus [TK.

4.6. BectH )XypHasl Ha3HaYeHHs U CMEHBI NapoJIeH.

4.7. OOGs3aTh nojb3oBaTelied OCYLIECTBISATH BBIXOJ M3 CETH, €CIIM IUIAaHUpYeTCs
oTcyTCcTBHE Ha paboueM mecte Gonee 1,5 yacos.

4.8. Obs3aTe nmonp3oBaTesiell He pasriallaTh CETeBble PEKBH3UTHI (MMEHA M I1apOJIH)
JUISL 10CTyna K MHGOpPMALMOHHBIM pecypcaM, a TakkKe XpaHUTh UX B HEJOCTYITHOM
MecTe.

4.9. OG6cnyxuBaHHEe CHUCTEMbl ayTEeHTH()HUKALMK OCYILECTBISET CHCTEMHBIN
aJMHUHHUCTPATOP.

4.10. ba3y nonb30BaTeNbCKHUX Maposied XpaHHTh HAa MAUIMHHBIX HOCUTENAX TOJBKO B
3alIi(pOBaHHOM BHUJE.

4.11. ITaponu agMHHHUCTPATOPOB XPaHWUTh B 3alevyaTaHHbIX KOHBEpPTax, B MeCTax
UCKJTIOYAIOIIMX CBOOOIHBIN JOCTYII.

5. 3auMTa Mo BHEIIHUM LH(POBBIM JHHHUAM CBSI3H

5.1. B uensix yMeHbIIEHUS PUCKA [TOBPEXIEHUS IPOrpaMMHOro obecreYyeHus U yTepu
WH(OpMALMK, JOCTYN M3 BHYTpPEeHHe# ceTH Bo BHeluHioro (MHTepHeT, 3/eKTpoHHas
Mo4ra) OCYLIECTBJISAETCS Yepe3 OAHY TOYKy (KOMIBIOTEp) 3allHUILEHHYIO OT
HEeCaHKIIMOHUPOBAHHOTO JIOCTYyTa H3BHE OpIHIAMAay3pOM H aHTHBUPYCOM.



5.2. 3anpelieHo HeCaHKIIMOHHPOBAHHOE MCIOIB30BaHUE MOIEMOB WJIM HHBIX CPE/ICTB
nocryna ¢ [1K, noakiaroueHHbIX K BHYTPEHHEH CETH, BO BHEILIIHHE CETH.

5.3. Bpems goctynma M TMN NporpaMMHOro obecrnedeHus, MOCPEACTBOM KOTOPOro
OCYIIECTBISETCS  JOCTYIl BO  BHELIHME CETH  OMNpEJeNseTcs CHCTEMHBIM
aJIMHHUCTPATOPOM.

7. 3amuTa OT HeCaHKUHOHHMpOBaHHOro mnoakmoueHus k JIBC u pasmemieHue
aKTHBHOT'O CeTeBOro o6opy10BaHUs

7.1. Jlns pa3MelieHHus cepBepoB O0OpPYAYIOTCS ClielHalIbHbIE CepBepHBIE KOMHATH,
UMEIOIIMe JBa HE3aBUCHMMBIX BBoAa Mno mnuTaHuw (~220B), HCTOYHHKH
OecriepeGOWHOr0 MUTaHUS, CHCTEMY KOHIWIMOHMUPOBaHUS M 00OpyJOBaHHBIE
MOKapHOW U OXPaHHOW CHTHAIU3aL[UeH.

7.2. B cepBepHbIX KOMHaTax He JoIyckaeTcsi o0opyJoBaHHE MOCTOSHHBIX pabodmx
MECT IS IIEpCOHaIa.

7.3. B cimyyae HeOoOXOOMMOCTH BBINOJIHEHHA KaKHUX-THOO paboT B CepBEpHBIX
KOMHATax MOCTOPOHHHM IE€PCOHAIOM (3JIEKTPUKH, CAaHTeXHHUKH, YOOPLIMKH H T.I.)
00s3aTeIbHO NMPUCYTCTBHE CUCTEMHOI0 a/IMUHUCTPATOP HIIH €ro 3aMeCTUTEIIH.

7.4. KoMMyTaTopsl, KOHLEHTPAaTOpbl W IMpoyee aKTUBHOE ceTeBoe oOOpymoBaHHE
JIOJDKHO pacroiaraTbCsi B MECTax UCKIIIOYAIOLIUX CBOOOIHBINH JOCTYII.

7.5. MaructpanbpHble Kabenu (Mexay OTAEIbHBIMHU 3aHUSMHU) He peXke OJHOro pasa B
roJl OCMaTpPHBAIOTCS Ha MpeaMeT OTCYTCTBUS IOBpPEXIEHUH, a TakkKe, BO3MOXKHBIX
HECaHKIIMOHUPOBAHHBIX MOJAK/IIOYEHUHN.

8. JloroBop ¢ nosb30BaTeNIIMH O HEPa3rIalleHHH

IIpy 3akiaO4eHHH TPYJOBOrOo JOroBOpa C COTPYAHUKAMH CIIeLHaIbHO
OrOBapHBAaeTCs OTBETCTBEHHOCTh COTPYJHHMKAa Ha Clydaid pasrjameHduss UM
uHbopmanuu cBs3aHHOW c ¢yHkuuonupoBanuem JIBC texnukyma. K Takoi
UH(QOPMALIMH OTHOCATCS MMEHa I0Jb30BaTesIed, MapojH, apXMTEKTypa CeTH, BHIIbI
NPUMEHSEMBIX METOAOB 3alMTel W T.A. [IpM nepBHYHOM IMOJIY4YEeHHH AOCTyNna K
CeTEeBBIM pecypcaM, IO0/Ib30BaTeNMd JO/DKHBI IMPOXOAUTh BBOIHBIA HHCTPYKTaX C
perucrpanueii B Criel{MalbHOM JXypHaJle U MoJIy4aTh Ha PyKH NaMATKY (COCTaBJICHHYIO
Ha Oa3e «Ilonoxenus no nHopMaMOHHOH 6e30MacHOCTHY), COIEPIKALIYIO NIepeYeHb
TpeboBaHuil Mo MHGOpPMALMOHHOH Oe30macHOCTH 00s3aTeNbHBIX Ui BHITIOTHEHHS.
OTBeTCTBEHHBIN 32 HHCTPYKTaX — CHCTEMHBIH aIMHHHCTPATOP.

9. IIpouenypa yBOJbHEHHS COTPYHUKOB UMEIOIIUX JIOCTYII K CETH

9.1. B cny4ae yBOJIIbHEHHS CUCTEMHOI0 aJJMHUHHUCTPATOpa, HJIH aIMHHHUCTPATOpa
KakKoro-iubo ypoBHs, IOCJIe IOJAIMHCAHHA 3asBlIeHHS 00 YBOJIbHEHHH HEMEJIEHHO
Ha3HA4yaeTCs MCIOJHAIOMMUNE 005S3aHHOCTH YBOJIBHSEMOIO COTPY/JHHUKA, KOTOPLIH
MEeHsieT BCe TMapoJiM JAOCTyna K pecypcaM IOJIKOHTPOJBHBIM YBOJIBHAEMOMY
coTpyaHHKy. Ha y4eTHyio 3anuchk yBOJIBHAEMOro aJMHHHCTpATOpa yCTaHaBIHBAETCA



OrpaHHY€HHE IO JaTe ¢ Yy4eToM JaThl (DaKTHYECKOro ImpeKpaileHus paboTsl
YBOJIBHAEMOTO.

9.2. B ciydyae yBOJbHEHHS PSJIOBOrO IOJIb30BATENs, IOCHAE TOAMUCAHUA
3asBeHUss 00 YBOJIBHEHHHM CeKpeTapb IUPEKTOpa YBeIOMJISeT KOMHed IpHKasa
CHUCTEMHOI0 aJMMHUCTpaTopa O JaTe (aKTHYECKOro mnpeKpaileHus paboTsl
yBOJIBHAEMOro  nojb3oBaTens. CHCTeMHBIH  agMHHHCTPAaTOp  YCTaHABIMBaeT
OrpaHHMYEHHS IO JaTe Ha yYeTHYIO 3allMCh YBOJIBHAEMOIro COTPYIAHHKA, N0 HCTEUYEHUH
KOTOpO# yueTHas 3amuch Oyaer 3a0noKHpoBaHa, a B JalbHeHIIEM YHHUYTOXXEHA.
HoBblif cOTpyAHUMK, IPUHUMAEMBIH B MOCIEACTBUU Ha JaHHOe pabouee MeCTO JOJDKEH
nonydars HOBYIO y4erHyto 3anuce, c HOBBIM umenem u naposem.

10. IlpaBuia mnonp30BaHUS BHEIIHUMH ceTeBbIMH pecypcamu (MHTepHer,
3JIEKTPOHHAA 10YTa U T.A.). OCHOBHBIM CIOCOOOM NMPOHUKHOBEHHS KOMITBIOTEPHBIX
BUPYCOB Ha KOMIIBIOTEp I10JIb30BaTENs B Hacrosiee Bpems sBisercs MHTepHer H
3JIEKTPOHHas mno4yTta. B cBA3M ¢ 3TUM He aomyckaercsi pabora 0e3 opraHu3alM{
AHTUBUPYCHOM 3amMThl. AHTHBHpPYCHas 3alluTa OPraHU3yeTcs IBYXYPOBHEBOM.
BepxHuil ypoBeHb aHTHBHPYCHOH 3alllUTHI pacriojaraercsi Ha KOMMYHUKalHOHHOM
cepBepe TEXHUKyMa, 4Yepe3 KOTOpBIM OCYIIECTBIAETCS BBIXOJ BO BHEIIHHE CETH.
Hwxuuii ypoBeHp pacrnosaraercsi Ha KaKJIOM IepCOHATbHOM KoMmbioTepe. Tum
NPUMEHAEMOr0 aHTUBUPYCHOTO MPOrpaMMHOro obecriedeHus (Kak CepBepHOro, Tak M
MOJI30BATEIbCKOr0) OMpeAeasieTcss CHCTEMHBIM aJMHUHUCTPATOPOM M ABJIAETCA
obumM ans Bcero TexHuKyma. OOHOBIeHHe 0a3bl HCIOIB3YEMOr0 aHTHBHPYCHOTO
NpOorpaMMHOro obecrnedyeHus OCYIIeCTBISAETCs aBTOMAaTHYeCKH He pexe | pasa B
Hezemo. CBoeBpeMeHHOCTh OOHOBJIEHUSI aHTUBUPYCHOTIO IPOrpaMMHOr0 obecredeHns
obecrnieynBaeT CHCTEMHBIH aJIMUHHCTPATOP.



